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What went well during these modules?
Something that has gone well for me during these modules are the Test Out Labs. I am a hands-on learner, so the labs have given me the opportunity to learn by doing vs attempting to learn by only reading course material. Something I enjoy is trouble shooting and the labs have given me the opportunity to do that. When I get to a task that I’m struggling to complete I’ve found I can back up and retrace my steps to get back to a point where I understand where my mistakes occurred. I can then proceed from that point and complete the correct steps. Another parachute is the ability to scrap the current project and start over if I get too far off track with the lab. 

What could we change or improve for the remaining modules?
Something I would consider changing with the existing modules is to introduce the Linux section sooner. I took CIT 168 before taking this class and that course included an introduction to Linux. I became comfortable working from a terminal prompt so when we finally got to the Linux section in this course it was something I felt a sense of déjà vu as I worked through the labs. I do like how the information in Test Out is presented. The videos and fact sheets contain all the information needed to successfully take the quizzes. The quizzes and labs are well designed because they allow multiple attempts, and they point out areas a learner hasn’t mastered ye. This gives a student the opportunity to concentrate on areas that need improvement.

What questions do you have?
A question I have is about the pace of this course. It seems like there is so much information to learn and retain in such a short term. Would it better serve students to keep this course as a full semester course vs. a sprint course? It seems if there were more exercises in the sections it would be easier to fully grasp the information being presented. This is my first summer sprint course, so I wasn’t sure what to expect. The work isn’t overwhelming, but it sure comes fast. 
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How can you use the skills you learned in this module to promote safer use of technology? Give one specific example.
In section 2.4 we learned about vulnerability concerns. Something specific I learned was the importance of being very careful when working in a root directory. There may be times that I need to work with administrator privileges as a superuser so any work performed in the root directory must be checked and double checked before implementation. Without a safety net a mistake working in this environment could be catastrophic. Working as a super user requires meticulous attention to detail.  That isn’t to say that working as a regular user doesn’t require precision, but the costs of mistakes aren’t as high while working with limited privileges.
How can you use the skills you learned to promote the ethical use of technology? Give one specific example.
Understanding that every person subscribes to different ethical theories I will ensure I am safeguarding the equipment I work with. In section 3 we learned about physical security measures to keep our equipment and networks safe from actors that may act unethically. An actor may feel the ends justify the means because their belief system is utilitarian. Don’t share that viewpoint. I feel I am more of a divine theory ethical perspective person.  If an actor’s focus is on achieving their desired outcome at any cost, then access to equipment must be protected from those actions. Restricting access to equipment, preventing unwanted disclosure of information, and preventing loss of assets from situations like fire or theft are ways I will act ethically in protecting the equipment entrusted to me. This means I need to stay current on threat trends and security measures to combat those threats. I will also ensure I am familiar with and abiding by the principles of the ACM Code of Ethics and Professional Conduct. The ACM code is the standard for computing professionals that outlines ethical actions we can follow to ensure we are acting ethically.
How can you use the skills you learned to help solve security challenges facing humanity? Give one specific example such as a specific initiative, can be small (such as communicating with family or friends) or aspirational (such as a global agenda).
The job of a cybersecurity professional is as much a reactionary role to active threats as it is a proactive role in preparing and protecting systems for potential attacks. Technology continues to evolve so a cybersecurity professional needs to be able to evolve as well. I feel cyber attacks and the responses cybersecurity specialist employ are like healthcare’s response to viruses.   When a new attack is introduced to a system that is like a virus seeking a host. The response to the attack would be like a physician administering medicine to reduce or stop symptoms. While this happens cybersecurity specialist would look for ways to strengthen their systems from future attacks just as medical professionals test new drugs to develop vaccines. The reaction to the attack is where cybersecurity specialists must take an active role. 
An example that I present to solve security challenges facing humanity is user control implementation. As we learned in section 2 insider actors pose a very real threat and are often overlooked as threat agents. Educating users on proper protocols is the first way to promote safe computing use. Ensuring appropriate level privileges for fellow employees is another action I will take to limit my company’s exposure to data breach. Additionally, I will monitor and audit implemented security protocols to ensure compliance. The exchange of data from outdated systems or under protected systems is a worldwide security challenge that cybersecurity specialists should be working to contain. As artificial intelligence technology is implemented in more situations the risks of data mining grow exponentially. Owners of data have the right to decide if their data is shared with others. Not every piece of leaked data will be used maliciously but there is the possibility it could be so I will make efforts to protect the systems I work on from data breaches and intrusion. 
 
