Diane’s Consulting Ethics Case
A. Read the case below
Case Details:
Three years ago Diane started her own consulting business. She has been so successful that she now has several people working for her and many clients. Their consulting work includes advising on how to network microcomputers, designing database management systems, and advising about security.

Presently she is designing a database management system for the personnel office of a medium-sized company. Diane has involved the client in the design process, informing the CEO, the director of computing, and the director of personnel about the progress of the system. It is now time to make decisions about the kind and degree of security to build into the system. Diane has described several options to the client. Because the system is going to cost more than what they planned, the client has decided to opt for a less secure system. She believes the information they will be storing is extremely sensitive. It will include performance evaluations, medical records for filing insurance claims, salaries, and so forth.

With weak security, employees working on microcomputers may be able to figure out ways to get access to this data, not to mention the possibilities for on-line access from hackers. Diane feels strongly that the system should be much more secure. She has tried to explain the risks, but the CEO, director of computing and director of personnel all agree that less security will do.
(Adapted from: Johnson, D. G. Computer Ethics, Second Ed. Prentice Hall, Englewood Cliffs, N.J.)
B. Understanding the situation, complete the table below:
	List the relevant facts
1. Diane is consulting a company of how to network computers. Diane feels the company is leaving themselves vulnerable to a breech without increased security she is recommending. The company wants Diane to install a less secure system due to increased costs. No

	List the stakeholders
1. Diane, CEO, Director of Computing, Director of Personnel



C. Identify and explain the ethical dilemma and the two courses of action that are within Diana’s control (she cannot control what the other company decides, and she has already tried and failed to convince them, so what are the two options left). Complete the table below:
	Diane can choose to not say anything and just do as the customer wants and she still gets paid. 
	Diane can refuse to sell the database to the client unless the client agrees to the recommendations Diane has made. 

	Consequentialism

	List pros of this action
	List cons of this action
	List pros of this action
	List cons of this action

	Diane gets paid
	Diane’s reputation is tarnished if there is a breech
	Diane maintains her integrity
	Diane does not get paid because she does not sell the product. 

	
	The company may suffer a security breech due to Diane giving in and selling the system. 
	The company doesn’t suffer a security breech from an under protected system. 
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Who is harmed by this action?
	Who benefits by this action?
	Who is harmed by this action?
	Who benefits by this action?

	The company 
	Diane
	Diane
	The company

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Based solely on the analysis above, is this action best?

No
	Based solely on the analysis above, is this action best?
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	Rights and Duties

	What rights may be abridged?
	What duties neglected?
	What rights may be abridged?
	What duties neglected?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Kant’s Categorical Imperative

	Who could be disrespected?
	Who treated differently?
	Who could be disrespected?
	Who treated differently?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	What is everyone did this?
	What if nobody did this?
	What is everyone did this?
	What if nobody did this?

	
	
	
	

	Considering all of the information above (Consequentialism, Rights and Duties, Kant’s), what action is best and why. Write a brief paragraph defending your position and cite the reasons why:

 

	What are the specific steps necessary to implement your action?

 

	List each stakeholder and how they would be affected:

 

	List any other considerations in this action:
	List any other considerations in this action:



	List any other considerations and any future changes, policy changes, political, societal, professional etc. that may prevent this problem in the future?





D. Save this completed word document and submit in the assignment link.
