Here is how Bejtlich's Don't Underestimate Cyber Spies (2013) and Brenner's At Light Speed: Attribution and Response to Cybercrime/Terrorism/Warfare (2007) relate to the discussion questions:

What is the connection between “what” attribution and the “bailiwicks problem”?
Relationship between the "bailiwicks problem" and "what" attribution Brenner talks about how difficult it is to distinguish between terrorism, war, and criminal activity. This pertains to the "bailiwicks problem," in which several government agencies—such as law enforcement, the military, and intelligence—handle various risks, making it unclear who should react to a cyberattack.

What kind of challenges does this pose for responding to cyber operations/attacks?
Responding to cyberattacks and operations presents challenges. Bejtlich and Brenner both point out that cyber operations frequently lack unambiguous attribution. Bejtlich highlights that cyber espionage can be a prelude to attacks, making early response crucial yet unpredictable, while Brenner concentrates on how anonymity and jurisdictional concerns hamper response.

What challenges does “what attribution” pose for deterrence?
Problems with deterrent According to Brenner, cyberattacks can occur at "light speed," which makes deterrence challenging because retaliation may not be prompt or even feasible. Bejtlich goes on to say that cyber spies breed mistrust because powerful nations may be reluctant to strike weaker ones if they believe they have secret cyber capabilities.

What challenges does “what attribution” pose for stability?
Stability challenges According to Brenner, misattribution can cause overreaction or unwarranted reprisal, which might destabilize disputes. Bejtlich backs up this claim by demonstrating how cyber espionage can result in errors in judgment that heighten tensions between nations.

What are some ways you might try to improve “what attribution” at the tactical/technical level?
Enhancing "what attribution" at the strategic, tactical, and operational levels

Tactical level: More sophisticated forensic instruments to identify the origins of attacks.

Operational level: Improved agency coordination for the exchange of cyber intelligence.

Strategic level: To avoid escalation, there should be more explicit international standards for cyber attribution.

Which of the above levels do you think is the easiest to improve on, and why?
The easiest level to get better at and why Since cybersecurity professionals are always creating better tracking technology, the tactical level can be the simplest. International cooperation, which is more complicated, is necessary for strategic advancements.

What is the relationship between “what attribution” and “who attribution”?
What attribution and "who attribution" are related. Brenner contends that before identifying the accountable party (who attribution), cyber acts must be appropriately characterized (what attribution). This is further supported by Bejtlich's analysis of cyber spies, which shows that mistaking espionage for an attack might result in ineffective retribution.

Given all of this, what advice might you give to U.S. policymakers?
Suggestions for American policymakers

Boost government agencies' exchange of cyber intelligence.

To stop escalation, create more transparent cyber deterrent guidelines.

Create global accords on criteria for cyber attribution.

Would you like a more thorough examination of any of the

