
What is “entanglement” and what does it have to do with deterrence (see Nye)?
Entanglement is a way to discourage someone from taking an action by showing them that it would cost more than it benefits. It means that there are connections or interdependencies where an attack would harm both the attacker and the victim. If someone has important benefits tied to the current situation, they might avoid attacking—even if the attack wouldn't be stopped or punished—because they would lose something valuable. This idea helps prevent attacks and maintain peace.

  What are some examples of how this might work in cyberspace?
Economic Interdependence: For trade and contact around the world, many countries and businesses depend on the same internet infrastructure. If a country starts a cyberattack to damage this infrastructure, it could hurt the economic systems it relies on, which would cost the attacker money.

Tech companies often share tools, software, or cloud services. This is called a shared technology ecosystem. A cyberattack on one part of this environment could spread and hurt the attacker's own businesses or partners, which would make them less likely to attack again.

Reputation Risks: A company, person, or nation's name is important in cyberspace. Attacking someone online could result in backlash, loss of trust, and fewer business or diplomatic chances, which makes people less likely to do it.

Mutual Security Agreements: When countries and groups work together on cybersecurity, they often sign agreements to protect each other. If one side targets another, it could lose the benefits of having resources, information, and safety that are shared

  What do you think some advantages or disadvantages are to using this approach in cyberspace versus classic deterrence?
Advantages of Entanglement:
Reduce Retaliation: Retaliation is a common deterrent. Cyberattackers can be hard to spot. Entanglement prevents this by making attackers reconsider their actions owing to their system stakes.

Builds Cooperative Systems: Interdependence promotes nation, organization, and company collaboration. A stronger partnership and unified defensive mechanism may result.

Entanglement has a subtle effect, unlike threats of punishment, which must be believable and communicated. An attacker's fear of losing something precious is constantly present.
Entanglement Drawbacks:
More Vulnerability: Deeply networked systems can be attacked, causing extensive damage to the attacker and others. Dependence on such systems is dangerous.

Exploiting Interdependence: An attacker may use these linkages to cause havoc, knowing their actions will affect numerous parties, including their target.

Unpredictability: It's challenging to gauge an adversary's value of links or systems. They may evaluate attack costs differently from the defender, making entanglement less effective.

What are “norms” and what do they have to do with deterrence (see Nye)?
Another technique to discourage harm is norms and taboos. Breaking common ideals and expectations can damage someone's reputation and "soft power" This shows that reputation damage isn't worth the benefits, deterring attacks. However, norms only work if others know who did what ("attribution"). A government that deployed nuclear weapons in a little fight against a weaker nation would violate international standards and tarnish its worldwide image.
Norms in cyberspace are shared rules or expectations that stop people from doing bad things by making them pay with their image
  What are some examples of how norms might work in cyberspace?

Cyberattacks on critical infrastructure are illegal. Many countries agree that it is not okay to attack important systems like water supplies, hospitals, or power lines when the peace is not in effect. If a country breaks this rule, it could be criticized and lose trust around the world.

Respect for Sovereignty in Cyberspace: It's becoming more and more common sense that you shouldn't use cyberspace to meddle in the polls or political processes of other countries. If a country is found breaking this, it could get in trouble with the other countries and have its reputation hurt.

Avoiding Damage to Civilian Data: Businesses and the government should not intentionally target the personal data of private citizens without a good reason. If someone breaks this rule, like when they hack into a lot of computers, it can make people angry and hurt their reputation.

Stay away from "False Flag" Cyber Operations: Everyone agrees that hacks shouldn't look like they're coming from someone else to trick people and start a fight. If a country breaks this rule, it can hurt its reputation and its relationships with other countries.

  What do you think some advantages or disadvantages are to using this approach in cyberspace versus classic deterrence?
Why using norms and taboos in cyberspace is a good idea:
Effects Based on Reputation: Norms stop people from doing bad things by making them afraid of losing their image and power. Most of the time, this works better and lasts longer than direct threats or punishments that come with traditional prevention.

Consensus: Setting norms helps countries work together because common rules make it easier for them to be accountable to each other and trust each other.

Attribution-Driven Deterrence: When attribution is possible, norms make the effects of breaking them worse. This forces people to follow the rules so they don't lose credibility.

Not so good things about norms compared to classic deterrence:
Being Dependent on Attribution: Norms depend on being able to correctly identify the attacker. People who want to attack can hide their names or use proxies in cyberspace, so this dependence can make norms less effective.

Enforcement that isn't Clear: Norms are harder to enforce than classic deterrence, which usually includes clear threats of punishment. In some situations, violations may not have instant or real effects, which makes them less useful.

Cultural Differences: Not all countries or players may agree on the same rules, which can leave gaps or disagreements that make them less effective as a deterrent.


Given everything you now know about deterrence, give some suggestions as to how the U.S. might better deter against 
a) cyber attacks against critical infrastructure:
b) To deter cyberattacks on critical infrastructure, strengthen interdependencies (entanglement).

Help nations agree not to attack essential infrastructure during peacetime. Economic and technological interdependencies can make strikes too expensive for enemies.

Increase private-public partnership in energy, healthcare, and transportation to develop a strong cybersecurity framework.

Increase Resilience:

Improve critical infrastructure cybersecurity via intrusion detection systems and AI-based threat analysis. Attackers may be deterred by hard-to-breach or fast-recovery mechanisms.

Repeat "red team" exercises to imitate cyberattacks and test defenses.

Take advantage of reputation risks and norms

Strive for international diplomatic rules that deter civilian critical infrastructure strikes. Publicly denounce violators to raise reputational consequences.

Retribution and Attribution

Improve attack attribution speed and accuracy. Policy declarations should state that proved assaults will result in fines or counter-cyber measures.
c) 

b) cyber exfiltration of intellectual property from U.S. firms.
Implement stricter norms and agreements to prevent cyber exfiltration of intellectual property.

Work with allies to ban intellectual property theft globally. Highlight the economic and reputational costs of offending nations or groups.

Promote Self-Deterrence:

Help firms identify critical data and create security layers. Attackers may avoid high-security firms.

Encourage Corporate Accountability:

Offer tax breaks for end-to-end encryption or zero-trust frameworks to encourage cybersecurity.

Attacking cyberspace:

Offense cyber measures can impede exfiltration activities or destroy stolen data, making intellectual property theft less valuable.


 penalize offenders.
