Discussion Questions for Cyber Mercenaries
What kinds of proxies are there? What differentiates proxies from state actors? (Maurer has some ideas, can also come up with your own.)
Cyber Mercenaries (2018) by Maurer gives a thorough framework for comprehending cyber agents and their part in state operations. Based on what he said, here's a breakdown:

Different Kinds of Proxies
Maurer lists different types of internet proxies, such as

State-Controlled Proxies: These are closely watched over by governments and usually work inside of intelligence or military groups.

State-Influenced Proxies: These people or groups have some freedom, but they get help or direction from the government in a roundabout way.

Independent Proxies: These people or groups work without direct state direction, but their goals may be similar to those of the state.

Proxy servers vs. state actors
The main difference between proxies and state players is that state actors can't easily be denied. State actors are real government agencies, but proxies let states do cyber activities without being directly linked to them. Proxy servers can work in the background, giving states freedom without causing problems with other countries.

How might states use proxies? Do you think there is any variation in how different types of states (democratic vs. autocratic, wealthy vs. developing, etc.) might use proxies?
What States Do With Proxies
Proxy servers are used by states for many reasons, such as:

Espionage is the act of gathering information without the government's direct help.

Cyber warfare is using hacking to stop enemies from doing their work.

Spreading lies or false information is a form of political influence.

Economic sabotage means going after businesses or financial institutions.

Different Ways to Use a Proxy
Proxies can be used in different ways by different types of states:

Most of the time, Democratic States use proxies for cyber defense and gathering information, not for offensive operations.

Autocratic states often use proxies for spying, cyberwar, and political influence.

Rich states: They have more money to build complex proxy networks.

Developing States: They may rely on cybergroups that aren't related to each other very well.

What are some of the advantages for governments of using proxies?
Maurer's 2018 book Cyber Mercenaries lists a number of benefits for states that use cyber proxies, including:

1. A Reasonable Chance to Deny
One of the best things about it is that cyber activities can be done without being directly linked to a person. States can say they had nothing to do with cyberattacks or espionage, which lessens the political consequences.

2. Savings on costs
Instead of creating big cyber units run by the government, they can use proxies, like private contractors or cybercriminal groups, which are often less expensive.

3. More features and functions
Governments can use proxies to get specialized cyber knowledge without hiring hackers or cyber soldiers and making them official employees of the government.

4. Flexibility in operations
States can change their tactics quickly without being limited by laws or rules when they outsource their cyber operations.

5. Influence on strategy
Cyber proxies can be used to spread false information, change the story of a political event, or stop enemies from communicating.

Maurer says that these pros of proxies make them attractive, but they also come with big risks, like losing control and making cyberwars worse.

What kinds of effects do you think the availability of proxies has on international stability?
 Maurer looks at how online proxies affect the stability of the world in a number of ways, including

1. More conflicts in cyberspace
More cyber operations between states happen because of the common use of proxies. This raises tensions and makes cyber warfare more likely.

2. Duty Lines That Aren't Clear
Cyberattacks are harder to blame when proxies are involved because they are not directly controlled by the government. This lack of clarity makes it harder to be polite and hold people accountable.

3. The chance of retaliation
When states receive cyber threats, they may react strongly, even if the people behind them are not actually government employees but rather agents. This can make things worse without meaning to.

4. Threatening world peace
When states don't have clear rules or ways to police them, it can be hard for them to handle cyber threats, which can make international relations less stable.

According to Maurer, allies can be useful for strategic reasons, but they also pose big threats to world peace.

