Bellovin, Landau, and Lin (Chapter 11 in Lin and Zegart) make recommendations for technical requirements for cyber weapons. What requirements do they recommend, and why? How does this relate to cyber stability?
Reliable, controllable, and predictable….should be able to undo the effects
Condition 1: The Weapon Must Be Targetable 
Condition 2: The Targeted Weapon Must Avoid Inflicting Collateral Damage
When the technical demands can be met and the requisite intelligence is in hand, it is possible to conduct cyberattacks that are precisely targeted to achieve a desired effect and with minimal damage to entities that should remain unharmed.
When the technical demands can be met and the requisite intelligence is in hand, it is possible to conduct cyberattacks that are precisely targeted to achieve a desired effect and with minimal damage to entities that should remain unharmed.
For a variety of reasons, proliferation of cyber weapons is potentially much easier than proliferation of kinetic weapons. Unlike kinetic weapons that ex-plode and destroy themselves as well as the target, a cyber weapon does not necessarily destroy itself upon use. Such a weapon, used to attack one tar-get, is relatively easily recovered, and some components may be repurposed. Thus, unless special precautions are taken to prevent the reuse of a cyber weapon, proliferation to other parties may enable those other parties to use the weapon for their own purposes—and thereby cause damage to other entities.
By ensuring precise targeting and minimizing collateral damage, the risk of unintended escalation and widespread disruption is reduced. Non-proliferation measures help prevent the spread of cyber weapons to malicious actors who might use them irresponsibly. 
In the article “The Nature of Strategic Instability in Cyberspace”, Libicki argues that cyber capabilities do not threaten strategic stability. What reasons does he give for this?
Temporary and reversable  doesn’t cause physical harm
Limited Impact on Nuclear Deterrence: Even though cyber threats are real, the fact that states have nuclear weapons keeps them from making wars worse.
Difficulty in Achieving Strategic Objectives: Because current systems are so complicated and linked to each other, it's hard to tell how cyber operations will turn out, which makes them less useful as strategic tools.
Attribution Challenges: It's hard to say who exactly is responsible for cyberattacks. it's hard to hold criminals responsible or react in the right way.
Resilience and Redundancy: A lot of important systems are made with resilience and redundancy, which can lessen the damage of cyberattacks. This lowers the chance that cyber activities will lead to long-term strategic instability.


Given what we have discussed and read, what factors do you think are the biggest drivers of instability in cyberspace? Given these factors, how instable do you believe cyberspace to be?
Difficulty of attributing attacks,  low cost of attack, lack of internation norms
States don’t fully understand how nations will respond to attacks 
Stable because of above but also unstable because of above
Lack of physical damage leads to unstable
Proliferation: Because computer tools and weapons are easy for many people to get, bad people, both state and non-state, are more likely to use them.
No International Norms: The fact that there aren't any rules or norms that all states must follow when they're in cyberspace makes it unpredictable and increases the chance of war.
Technological Advancements: As technology changes quickly, security measures aren't keeping up, leaving systems open to new types of cyberattacks

Given the factors you have come up with, if you wanted to improve the stability of cyberspace, what are some steps you would take to do so?
Establish better attribution methods, clearer standards for cyber, invest stronger defense
Intl agreements (diplomacy)
International Collaboration: Encourage people from different countries to work together to share resources and information for credit efforts.
Continuous Monitoring: To quickly find and stop cyber threats, set up teams for continuous monitoring and incident reaction.
Raise Awareness: Teach people and businesses about cyber threats and how to protect themselves through public awareness efforts.

Training Programs: Make and offer training programs to help cybersecurity experts learn new things and get better at what they already know.

Segal (Chapter 13 in Lin and Zegart) argues that in order to prevent unwanted escalation in the case of cyber conflict, the U.S. and China should put in place crisis-management mechanisms (such as clear lines of communication in case of crisis) and clear red lines on what constitutes an acceptable target of cyber attacks. Given the discussion above, do you think this would be effective, or is there something else the two countries should do?
Crisis management and red lines would help but not enuff
Intll agreements
Joint Cybersecurity drills: Doing joint cybersecurity drills to make it easier to talk to each other, work together, and respond to cyber incidents.similar to joint military exercises.
Collaborative Research: Working together on research projects to create new cybersecurity methods and tools.- removes some suspicion



