Attribution Discussion Questions
1. According to Rid and Buchanan, there are three common assumptions regarding attribution. 
What are those assumptions?
Three Common Assumptions Regarding Attribution:
The first assumption is that attribution is a challenging issue in an emerging sector due to the technical design and location of the Internet. A technical redesign of the Internet is necessary to adequately address the issue. Legal opinions are similar
The second assumption is a binary approach to attribution: in each given circumstance, the problem can be solved or not solved. Either attribution leads to the perpetrator, or it just ends with a spoofed IP address, obfuscated log files, or another dead end
The third common assumption is that the attributive evidence is easy to understand and that the hardest part is just finding it, not analyzing, adding to, and presenting it. 

Why do Rid and Buchanan think they are wrong?

Attribution is purely technical: They contend that the answer to attribution issues is not a technical overhaul of the Internet, as others have suggested. Beyond technological design, there are political, legal, and strategic aspects to the problem that technology cannot address on its own.

Attribution is binary (solvable or unsolvable): The idea that attribution is a process that can be either everything or nothing is rejected by them. Instead, they emphasize the variety of attribution. Even when complete attribution is not possible, partial or probabilistic attribution can nevertheless provide useful information and direct decision-making.
Attributive evidence is straightforward: Rid and Buchanan contend that evidence isn't always easy to understand. It requires thorough analysis, enrichment, and presentation, as cyber evidence can be deceptive, incomplete, or open to different interpretations.





2. Nevertheless, Rid and Buchanan do acknowledge that there are three limits on attribution. What are these three limits, and what implications does this have for our ability to attribute cyber operations?
The first significant limitation is resources, particularly talent and capability. The quality of attribution depends on the resources available. Even in a rapidly expanding international cyber security sector, top-tier forensic expertise and organizational experience in complicated operations are still in short supply. The less resources available for attribution, the worse the quality. 
The second important barrier is time: the quality of attribution is determined by the amount of time available. Even the most skilled and well-resourced teams, firms, and agencies will find it difficult to analyze a well-executed operation in a short period of time. In critical circumstances, where high-level judgments must be made under time constraints, political developments may exceed the attribution process. The less time available for attribution, the worse the quality.
A third key limitation is the adversary's behavior: the quality of attribution is proportional to the adversary's sophistication. The most generally compelling evidence presented in the investigated cases was the consequence of an operator making a mistake or failing to consider the forensic implications of specific approaches. Sophisticated adversaries are likely to have complex operational security measures in place to reduce and obscure the forensic evidence they leave behind. This makes it more difficult to gather evidence from different sources and so attribute it. The silver lining is that adversaries consistently make mistakes. The ideal cyber assault is as elusive as the perfect crime. Nonetheless, the more sophisticated the attacker, the lengthier and more complex the attribution will be.










3. Both the reading and the lecture discuss three levels of attribution: tactical, operational, and strategic.
While of course these are interrelated, at which level do you think attribution is most difficult, and why?

Levels of Attribution:
· Tactical: Focuses on identifying specific tools or techniques used in an operation.
· Operational: Involves understanding the broader campaign or strategy behind the operation.
· Strategic: Relates to identifying the ultimate actor or state responsible and their motivations.
· Most Difficult Level: Strategic attribution is often the most challenging due to the need for high confidence in evidence and the influence of political considerations.


4. What are the implications for deterrence-by-denial if attribution is easy or hard? 
· Deterrence-by-denial: If attribution is hard, it may weaken the ability to deny adversaries success, as it becomes difficult to anticipate and counter their actions.


For deterrence-by-punishment?

· Deterrence-by-punishment: If attribution is easy, it strengthens the ability to impose costs on adversaries, as clear accountability supports credible retaliation.







5. If attribution is easy, do you believe that makes the international system more or less stable? Why?
· If attribution is easy: Accountability could make things more stable by discouraging bad players. But it could also make things worse if states move on attribution without enough proof.

· If attribution is hard: It could cause confusion and mistakes, which could make the international system less stable.



